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COURSE INTRODUCTION

Each year throughout the country, hundreds of individuals are injured or killed due to workplace
violence. In Utah, we have not escaped this problem.

This training program is designed to serve as an introduction to workplace violence prevention.
Violence can occur among co-workers, customers, angry family members, or others who act out their
aggression in the workplace. An incident of violence victimizes those involved as well as those who are
indirect victims (e.qg., family) Workplace violence impacts everyone!

Throughout this training, you will be asked to contemplate your own workplace. You are urged
to take this training seriously. Learn the warning signs. Understand your responsibility to yourself, your
co-workers, and your customers. Acknowledge the potential for risk, and evaluate your immediate work
surroundings accordingly. Understanding will help you avoid or improve your ability to cope with an
incident of violence.
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COURSE COMPETENCIES

Upon successful completion of this course, the employee should understand:

Introduction to Workplace Violence Prevention
- How workplace violence is defined
- The scope of the problem of workplace violence
- Why all employees should be concerned about workplace violence

The Impact of Violence
- How violence impacts the victim
- How others are impacted by an act of violence
- Costs to the agency are great
- Ultimately, the costs impact all employees

Workplace Violence
- Who a victim is
- Types and prevalence of violence in the workplace
- Factors that contribute to the problem of workplace violence
- Why some employees are at greater risk than others

Components of Violence
- Traits of the perpetrator
- How violence escalates, and what factors act as catalysts
- What the common warning signs are and how to recognize them
- Common mistakes employees make

What Can I Do?
- Employees are a part of the solution
- When and how to respond to violence
- How to handle aggression
- What to do when faced with imminent or occurring danger
- What to do after the incident

Prevention Strategies
- Basics of preventing workplace violence
- Office layout options for protection
- How to use the incident guide
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Policies and Procedures
- State and agency policies and procedures

Upon successful completion of this course, the supervisor should understand:

Developing A Violence Prevention Program
- The importance of developing a policy regarding workplace violence
- What a crisis management team is, and who the potential members are
- What a trauma team is, and how to mobilize it

Workplace Analysis
-Important issues to address when analyzing the workplace environment
- Key security issues
- Factors in office layout that contribute to safety during a violent incident

Prevention Strategies
- The importance of training
- Hiring and disciplinary practices that may help reduce violent incidents
- The importance of employee counseling alternatives

Observation and Intervention
- Employee observation practices
- How and when to intervene

The Incident Guide
- The purpose and use of the incident guide

After the Incident
- Critical things to do after a violent incident
- How to deal with the media
- Coping with employee concerns
- Restoring the workplace to normal operation

Policy Training
- The specific agency policies regarding workplace violence
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EXAMPLES OF WORKPLACE VIOLENCE IN UTAH STATE GOVERNMENT

The following are examples of the types of workplace violence that have been or are being
experienced by employees of the State of Utah:

1. A child welfare worker removed the children from a home because of neglect and other problems.
The next day the children's mother showed up at the local office and pulled a 44 magnum pistol from her
purse, pointed it at the manager of the office and demanded that the children be returned to her.

2. An employment counselor in a rural area was stalked for over a month by an individual who had
been denied a benefit to which he felt entitled. The stalking involved following the employee to and from
work, making phone calls to her at all hours of the day or night and other similar activities. The situation
ceased only after a police officer unofficially spoke with the stalker and told him to stop. There was not
enough evidence to justify the filing of a formal complaint. (This occurred before the current Stalking Bill
was passed.)

3. A female employee, who was employed by the same agency as her husband, came to his work
location with a loaded gun and sought him out. She had just found out that he had been involved in an
extramarital affair. When she was stopped by security and calmed down she claimed that she only
intended to scare him. No charges were filed in the case and it is believed that the two are still married.

4.  Two employees who work in an agency are neighbors. One employee reported the other employee
to the city zoning board because he was keeping goats on property that was not zoned for livestock. The
city ordered the individual to get rid of the goats and fined him for violating a city ordinance. The
employee, who had been fined, sought out the other employee and physically assaulted him on the
worksite. (The assaultive employee was fired.)

5. The estranged husband of an employee came to her worksite and demanded to see her. He was
clearly agitated. The female employee left the work area and walked into a stairwell to talk with him. He
pulled a gun, and shot and killed the employee.

6. A student at a college was involved in an administrative hearing to determine if he would be
expelled from school for harassing a female student. At one point in the hearing, he pulled a gun from his
briefcase and tried to shoot her. He was killed by a police officer who was in the hearing to provide
security, only after the student wounded two individuals, including the state's attorney.

7. Unarmed security officers in a youth detention center were severely beaten by juvenile offenders.

The individuals were so severely beaten that they were placed on permanent disability by the Workers
Compensation Fund.
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8. When told that the individual he had come to see at a state office was not available, an agency
client threw a one inch thick file of papers at the receptionist. The client stated that the next time he came
to the office, he would bring his gun. The individual did not have an appointment and had never contacted
the agency previously.

9. A clearly intoxicated individual became belligerent and threatened a clerk at a liquor store because
the clerk would not sell him any alcohol (Dram Shop Act requirements). The individual left only after the
manager of the store threatened him with a baseball bat.

10. A former employee, who had been fired from an agency, confronted the human resource employee
in the parking lot of a bank. The HR employee had acted as management's representative in the
administrative hearing. The former employee jumped in front of the HR employee's vehicle making the
employee stop suddenly. He then approached the employee's window and stated, "I am going to get you.

I will make you pay no matter how long it takes." The disgruntled former employee had been fired for
insubordination and for making threats against other staff. The HR employee had previously been advised
by other staff in the agency to get a concealed weapons permit and to start packing a gun because the ex-
employee was known to be unstable and violent.

1. An individual who was on state welfare made threats to a number of people that she would harm an
employee who years ago had denied her a benefit that the client thought she was due. It was discovered
that the client had a mental problem and had stopped taking her medication for this condition. She had
also been abusing both alcohol and controlled substances. The agency adopted special security and safety
measures to protect the employee, but did not change any of its operations in the office.

12. A brake line on a state van, used by employees of an agency that provides monetary assistance to
clients, was severed, allegedly by a person or persons unknown. The problem was discovered as the staff
was traveling down Sardine Canyon. (The van was stopped safely and no one was injured.)

13.  Tires of vehicles parked in an employees-only parking area were punctured, and the sides of

the vehicles were "keyed" (A key is scraped along the side of the vehicle, making a deep scratch in

the paint.) This occurred after a meeting in which individuals from a recently closed business were
told that their benefits were limited.

14. Employees of an agency received an official looking legal notice to appear at a "Peoples

Court for the Sovereign Kingdom of (name withheld), John Doe prophet and king, to be tried for
crimes against God and the people." They were told that if they failed to appear they would have liens
placed against their personal property. They did not appear and nothing happened. The leader of the
group is a well known right-wing activist. (In other states, right-wing groups have used the liens as a
harassment method.)

15.  Anindividual filed a lawsuit against the governor and other officials for violation of his
"Constitutional and God-given rights." He demanded sixty-million dollars. When he was told that his
claim had been filed illegally and that he had not stated a proper claim, he threatened the staff of the agency
that processes lawsuits against the state. He further stated that when he returned he would bring his gun
and his friends.
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16.  Anindividual appeared at a rural fish and game office and demanded to purchase a hunting permit
for an area of the state. When he was told that all of the permits for that area had been sold, he became
irate. After swearing at the staff, he stated, "I will be back at closing time with my friends and my gun and
we will settle this." After spending the afternoon at the bar, he returned to the office with his hunting rifle
and some of his drunken friends. The officer had contacted local law enforcement. They were ready for
the confrontation.

17. An employee in a state building returned to his vehicle after work to find a bullet hole in the
window and a bullet embedded in the interior paneling. (It is unknown if the employee's vehicle was the
target, or if the bullet was from a gun used by a gang member who was shooting at a rival gang.) The
office is located in an area known for gang problems and sales of illegal drugs.

18.  Anindividual entered a state medical clinic and threatened the staff with a knife. He threatened to
cut someone if they did not give him all of the controlled substances that they had on hand. (The clinic
does not dispense any controlled substances.) After one of the staff calmed him down and explained that
they didn't have any drugs, he walked out and disappeared. (The staff member did a great job of dealing
with an individual who appeared to be mentally ill and strung out on drugs. The staff member who dealt
with the individual had worked for a number of years in the emergency ward of a large metropolitan
hospital and had handled similar cases in the past.)

19. A bomb threat was phoned into the capitol operator during the legislative session. All staff and
visitors left both the State Office Building and the State Capitol and waited in the cold while bomb sniffing
dogs searched all of the areas in both buildings. No bomb was found.

20.  An employee of an agency was terminated for a variety of misconduct and other inappropriate
behavior issues. The employee filed a lawsuit against her former employer and other employees. When the
claim did not go as she wanted, the employee made a variety of threats against other employees, her own
attorney, and the Federal Court. In one situation, she was escorted from the court in handcuffs by the
Federal Marshals. She has continued to make threats against anyone who she feels is opposed to her.

21. A Human Resource manager returned to her car after work and discovered that the antenna had
been broken off and the license plate cover kicked in. She had just disciplined an employee. No one was
identified as the culprit in the incident.

Conclusion

The examples listed above are only a small sample of the types and variety of workplace violence
incidents that are occurring on a regular basis in state government. By its nature government must make
decisions that make some people happy and others unhappy. Employees are being sworn at, cursed and
spit upon on a regular basis. Often the individuals who receive the brunt of this behavior are those least
able to do anything about it. They are the receptionists and other clerical staff who first greet the public.
If more examples are needed, simply talk to any long-term employee in any agency that deals with the
public.
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INTRODUCTION TO WORKPLACE VIOLENCE

Although behavior is
difficult to predict, the
best predictor of

history of violence.

What is workplace violence?

For the purpose of this course, workplace violence will be defined as
workplace violence is « @1y Situation or incident that:

l.

2.

DEFINITION OF WORKPLACE VIOLENCE:

Workplace violence consists of any act of physical,
verbal or written aggression against an individual in
the workplace. Done with the purpose of
intimidation or threat, workplace violence may also
involve destruction or abuse of property.

Threatens any person’s safety on the job.

Negatively impacts any employee’s physical, emotional or
psychological well being.

Causes damage to state property, or to an employee’s
property while at work.

Application:
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INTRODUCTION TO WORKPLACE VIOLENCE

Each year, almost one

million people become

victims of violent crime
while at work.

How big is this problem?

Compared to other countries around the globe, the United States
1s a violent country. It is, in fact, the most violent nation in the western
world. Potentially, anyone could become involved in workplace
violence. Consider these facts:

> According to the National Institute for Occupational
Safety and Health - (NIOSH), homicide in the workplace
is the fastest growing form of murder (the rate has
doubled in the last 10 years). Each week, an average of
twenty people are murdered and 18,000 are assaulted
while working or on duty in the United States.

> Five percent of women victimized at work were attacked
by someone they knew well compared to one percent of
men. (Bachman, 1994)

> According to a major NIOSH study of U.S. workers, 12%
of all deaths from injury in the workplace resulted from
homicides. Homicide was the leading cause of death
from occupational injuries for women.

> In 1995, according to the Occupational Safety and Health
Administration - (OSHA), 160,000 people were
physically assaulted in the workplace.

Application:
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INTRODUCTION TO WORKPLACE VIOLENCE

Why should you be concerned?

This is a problem that impacts the State of Utah. It impacts you
and your co-workers. Workplace violence is real, and it is growing.
However, trained, proactive employees make a difference.

Former Center for Disease Control (CDC) Director and new
Surgeon General David Satcher, M.D. said, “Violence in the
workplace is a significant public health problem but one that can be
addressed by recognizing the factors that put employees at risk and
taking appropriate preventive actions.” (italics added)

Health and Human Services (HHS) Secretary Donna E. Shalala
said, “We, as a society, cannot afford to tolerate violence against
working men and women. As we pursue the fundamental steps to

From the sublime to the reduce the level of violence in society in general, we also must take
ridiculous is but a step. . . . . v
~ Napoleon Bonaparte Strategic steps to protect Americans from violence on the job.

The reason for providing this type of training is part of the good
news. Much of the trauma that results in the workplace due to
violence is preventable. When you complete this course, you will have
skills to become part of the solution.

Application:
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THE IMPACT OF VIOLENCE

Impact on the victim

The victim who experiences the violence first hand experiences
more than what is immediately apparent. Obviously, the physical

effects resulting from any attack (from shouting to homicide) are

There are two types of understood.
violence: commercial

robbery, and )
noncommercial What about the effects that are not so obvious? Those that are
violence (such as that ot ghservable on the outside are usually more devastating, and may

committed by a } .
disgruntled employee). T€QUIre a longer recovery period.

A work force violence study conducted by Northwestern
National Life Insurance yielded the following results (600 full-time

U.S. workers surveyed):

EFFECT ON WORKER ATTACK THREAT

Affected psychologically 79% 77%
Disrupted work life 40% 36%
Loss of productivity Physically injured or sick 28% 13%
a"jif ;loe‘i”cnob"l are No negative effect 15% 19%
problems
associated with
incidents of violence. Emotional problems resulting from violence include: incidents

of self-doubt, depression, post-traumatic stress disorder (PTSD), fear,
loss of sleep, irritability, disturbed relationships with family, friends,
and co-workers, decreased ability to function at work and increased
absenteeism (with possible loss of wages).

Application:
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THE IMPACT OF VIOLENCE

Violence impacts more than just the victim . . .

Every act of violence in the workplace affects more than just the
victim of the incident. Consider the following:

> Those who witness the incident may be potential victims as
well. If not physically harmed, they may suffer emotional or
psychological trauma from what they witnessed.

There can be hope only >Family members and friends of the victim who have a
for a society which acts 1 relati hi ith the victi £
as one big family, and personal relationship with the victim may suffer.
not many separate

ones. — Amwar al-Sadat > (Customers who witness the incident may be affected. This
could result in a disruption of services and possible litigation.

>The agency may suffer monetarily, legally and through a
discredited reputation. Such incidents often become fodder for
media coverage. The negative publicity not only impacts the
agency, it can also impact the employees because of the
expenses resulting from the incident.

The potential consequences of a single act of violence may be
traumatic, expensive and difficult to recover from. Not all incidents
are traumatic, however. A simple “shouting match” may not
traumatize the employees, but such incidents can and do escalate. At
the very least, those who witness it are impacted in productivity,
emotional reactions, desensitization and/or feelings of respect or trust.
The effects may be cumulative.

Application:
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THE IMPACT OF VIOLENCE

Impact on the workplace

In addition to the effects of violence on the victim, the
organization suffers as well. In fact, the impact of violence on an
agency/employer can be devastating and have long-term consequences.

The U.S. Department of Justice, Bureau of Justice Statistics
states that assaults in the workplace cost a half million employees
1,751,000 days of work each year, at an average of 3.5 days per
incident. It is estimated that these missed days of work resulted in
$55,000,000 in lost wages annually (not including days covered by
LLLELLERRTIRTIE L gieck or annual leave).

Because the cost to employers is in the billions of dollars
annually, everyone should be concerned. If these problems impact
employers financially, they also impact employees and customers

To have respect for ﬁnancially.
ourselves guides our
morals; and to have a
deference for others The next page contains some specific examples of how

governs our manners. - amployers are affected. Note that the problems impact people. /¢ is
— Laurence Sterne

real, and cannot be ignored.

Application:
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Concerns that employers share

Some problems that result from violent acts in the workplace
may not be readily apparent to you. Consider these effects:

> Losses in productivity. These include increased injuries on
the job due to distraction or preoccupation, absenteeism and
increased turnover.

1find the great thing in > Psychological effects. These include trauma suffered by
this world is not so . ..
much where we stand, those who witness or hear of the incident, fear, lower morale
as in what direction we and feelings of violation and vulnerability.
are moving. — Oliver

Wendell Holmes . . .
> Dilution and diversion of management resources.

Management is forced to respond to problems rather than
productivity. Legal remedies are sought. Security costs
increase.

> Property damage. This may be the result of theft, sabotage,
vandalism or other acts of aggression.

> Litigation. Law suits may be brought against an employer
who is perceived to have been negligent in hiring, supervising or
training employees or who failed to intervene properly. An
employer’s best and appropriate efforts may be brought under
legal scrutiny, which results in court costs and attorney’s fees.

> [ncreased workers compensation costs due to the cost of
injuries and their long term effect.

Application:
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UNDERSTANDING WORKPLACE VIOLENCE

Workplace violence victim: Anyone who has been
injured, harmed or who has suffered in some way
due to the acts of another while on the job or due

to job-related factors.

Women face a greater

likelihood of
encountering workplace
violence than men do.

DEFINITION

Victims are not only those who are the direct targets of a violent
act. They may also be those who innocently witness the act. For
example, someone who witnesses a verbal or physical attack on a co-
worker may suffer emotionally, mentally or physically as a result of
what they saw. Victims may also be the unfortunate innocent person
who is just at the wrong place at the wrong time.

ACTIVITY

Before we move on, please take a moment to think of some acts
of violence you may have observed in your workplace. Record your
thoughts in the notes section below. Don’t worry about judging the
experience. Just write down some acts you have personally observed
that might qualify as workplace violence.

Application:
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UNDERSTANDING WORKPLACE VIOLENCE

Types of violence

The National Institute for Occupational Safety and Health
published perhaps one of the most comprehensive studies ever done on
violence in the workplace in July 1996. Many of the statistics found in

Anyone can be avictim.thig course come from the NIOSH study. Their report (Current
No one is immune.

Intelligence Bulletin 57) 1s entitled: Violence in the Workplace: Risk
Factors and Prevention Strategies.

Among the types of violent acts committed in the workplace, the
following are the most common:

Verbal threats

Hitting, kicking, beating

Squeezing, pinching, scratching, twisting
Biting

Stabbing

Shooting

Property damage

Rape

All other

These are very traumatic experiences for the victims. Almost all
of the incidents listed resulted in the victims taking 3 - 30 days off of
work. The violent episode impacts virtually every aspect of the
victim’s life. Because of the far-reaching effect on every aspect of the
workplace, we cannot take this problem lightly.

Application:
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UNDERSTANDING WORKPLACE VIOLENCE

Abraham Lincoln was
once taken to task for
his attitude toward his
enemies: “Why try to
make friends of them?
You should destroy
them!”
Lincoln gently replied,
“Am I not destroying
my enemies when 1
make them my
friends?”

How prevalent is workplace violence?

The table below reflects the types of crimes most frequently
committed in the workplace across the United States. The information
1s based upon an annual survey called the National Crime
Victimization Survey. It deals primarily with assaults in the
workplace.

Avg. Annual #
Type of Crime Victims Injuries
Simple Assault 615,160 89,572
Aggravated Assault 264,174 48,180
Robbery 79,109 17,904
Rape 13,068 3.438*
Total 971,517 159,094

*Injuries are those in addition to the rape

The Bureau of Justice Statistics (BJS) analyzed workplace
victimizations by type of work setting, and found that 61% occurred in
private companies, 30% occurred among government employees and 8
% of the victims were self-employed. (Bachman 1994).

Since government workers make up only 18% of the total
workforce, they suffered a disproportionate share of attacks. It should
be noted that these statistics include all local, state and federal police.

Application:
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Utah statistics

The State of Utah is not immune to this problem. While no
official statistics have been compiled to indicate the full impact of the
problem in Utah, it is clear that Utah has problems as well. The
information that has been gathered demonstrates problems that range
from threats to homicide.

Activity

Take a few moments as a class to review some of the examples
cited under item #3 in this workbook. These are actual incidents, and
serve as examples of the variety of problems Utah also experiences

with violent behavior in the workplace.

Discussion ideas:

How prevalent do you think workplace violence is in Utah?

Is it a problem that we should be concerned about?

3. What might have been done to prevent violence from erupting in

the examples you discussed?

4.  List instances in which violence can occur in your workplace.

5. What are some practical things you can implement in your own
workplace to reduce the likelihood of violence?

6.  What issues are important to you in this training?

N =

Application:

-20- June 1999



UNDERSTANDING WORKPLACE VIOLENCE

Fear is the main source
of superstition, and one
of the main sources of
cruelty. To conquer
fear is the beginning of
wisdom. — Bertrand
Russell, Earl Russell

Contributing factors
Workplace factors

The nature of the workplace can escalate the likelithood of
violence. Consider the following:

> RIF'S (Reductions in Force). According to Joseph E. Kinney
of the National Safe Workplace Institute, “Reducing the number
of employees by [RIFs] is not a new phenomenon. What is new
and different is the inability of workers to replace their wages
when they lose their jobs.” Kinney says that 9 out of 10
Americans who lose their job can expect severe difficulty in
finding comparable employment.

While government jobs are generally more stable, government
workers deal with an increasing number of displaced workers
from the private sector. This increases the potential of violence
as frustrated people look to government services for assistance.

> Management insensitivity. Workers today want more input
and feedback in their jobs. When managers are impersonal or
dictatorial, workers who seek participation become frustrated
and feel alienated from the organization.
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UNDERSTANDING WORKPLACE VIOLENCE

Workplace factors - continued

> Failure to exercise corrective action or disciplinary
procedures. Because of the constitutional right to due process,
Utah has very formal disciplinary procedures to protect the
rights of its tenured employees. However, many managers seem
reluctant to use the process. This may result in unsatisfactory

Itell you there is such employee performance that may last for years. If the employee
3 a‘;e', l_"%i‘;;?g;;i 1s ultimately disciplined, his/her level of hostility may be much

greater. He or she won’t understand being terminated after
working the same way for years.

> External Factors. Competition in the private sector drives
the level of service up. This is evidenced in the increase of
delivery options for purchases, greeters at the door, more liberal
return policies and sophisticated information systems.

>1f the higher expectations of service are not met, customer
frustration may quickly turn to anger. From a customer service
perspective, those who greet the public routinely in government
service (receptionists, clerks, etc.) may be at a greater risk of
encountering a violent customer.

>In addition to the private sector pressures, government
agencies face issues such as reduced funding, new laws,
changing policies and other demands which place more pressure
on employees to do more with less. Such stressors contribute to
feelings of frustration and anger among employees.
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UNDERSTANDING WORKPLACE VIOLENCE

Domestic disputes are

increasingly becoming

a factor in workplace

violence because the

partner is easy to find
at work..

Domestic violence and other factors

Domestic disputes are also a factor in workplace violence
incidents. An angry spouse or significant other may come to the
workplace because his/her partner is easy to find there. Such violent
incidents often involve other innocent victims as well.

A unique phenomenon found in today’s workforce is the
growing number of workers who, for a variety of reasons, tend to
define who they are by their jobs. This may pose some unique
challenges when conducting performance appraisals. Employees may
feel fearful and defensive. Since these appraisals are mostly
subjective, the employee may view the appraisal as a personal
judgment and thus feel resentful.

In addition, employees who are ultimately fired may seek
revenge upon those who terminated them. Some employees return

after months or years to seek revenge (see case studies at the beginning
of this workbook).
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UNDERSTANDING WORKPLACE VIOLENCE

Societal factors

Much of what people see in the media today is violent in

nature. The underlying message seems to imply approval of violgnce

In our society — that it's “just a part of life.” U.S. crime statistics

suggest that the American society has become one of the most jolent

societies in the world.

Weapons are more readily available. Gangs now employ
sophisticated weaponry as a form of intimidation and power. For
of violence are used for entertainment (e.g. movies, video games
some forms of pornography, etdr) addition drugs and alcohol are
often found to be factors in violent situations

Economic factors also have increased the feelings of stres:
our society. Re-entry into the workplace is more difficult. Person
debt is increasing. The resulting feelings of desperation can leac
violence.

As violent acts become commonplace, society becomes desens
to the violence. Violence becomes acceptable. The consequenc

Ms

in
al
to

tized
es

Impact everyone. It thus becomes the responsibility of every worker

to help prevent violence in the workplace where possibbéerance
of violence leads to an increase of violence.
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UNDERSTANDING WORKPLACE VIOLENCE

Are some employees at greater risk than others?

The NIOSH facts sheet quoted earlier contains information
about what factors place workers at risk for violence. It says:

“Factors that place workers at risk for violence in the workpjace
include interacting with the public, exchanging money, delivering
services or goods, working late at night or during early morning
hours, working alone, guarding valuable goods or property and
dealing with violent people or volatile situations.

“Anyone can become the victim of a workplace assault, bulthe
Men are never so likely TISKS @are much greater in certain industries and occupations. Th
to settle a question taxicab industry has the highest risk [for homicide] at...nearly 60
rightly as when they timesg the national average rate..., followed by the liquor stores,

discuss it freely.

_ Thomas Babington, JEtECtiVE/protective services, gas service stations and jewelry stgres.
Lord Macaulay
“The majority of nonfatal assaults occurred in the service (§4%)

and trade (21%) industries. Specifically, 27% occurred in nursin

homes, 13% in social services, 11% in hospitals, 6% in grocery stores

and another 5% occurred in eating and drinking places.”

Those with the most frequent interaction with the public are
those who experience the highest incidence of workplace violenge.
Remember that it can happen anywhere, in any workplace, at an
time. Educating yourself and becoming proactive are keys to sugcess
in dealing with workplace violence.
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COMPONENTS OF VIOLENCE

Common traits of the perpetrator

Many experts agree that certain traits are commonly found
among those who become violent in the workplace. Please note that
these are general signs, and that all or none of these may be indicators
of violence in a particular individual. These are the most common

traits:
‘t] ust ?"Ok""g qltlthii ° Easily frustrated ° Anti-social behavior
maierial once will no
helg O);:Z;OZ;ZVZLZZ;Z ° Frequent job-hopping ° Very defensive
very much. It is . .
important to stay ° Has low self-esteem ° History of violence
current and be
informed. Such ° Abusive to animals ° Lacks self control
training may be your
protection. ° Caucasian in 30s or 40s ° Lacks empathy
° Owns/has access to weapons e History of family problems
° History of substance abuse/ | Suspicious of others
° Not adaptable ° Holds grudges
° Consistently avoids blame e Speaks openly of revenge

The list above suggests many of the common traits of those who
perpetrate workplace violence. Later we will discuss the warning
signs that almost always precede violent acts.
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COMPONENTS OF VIOLENCE

Pattern of escalation

Before we attempt to identify ways to predict possible violent
episodes, it would be helpful to understand how violence escalates.
Because situations vary, it is difficult to establish a specific pattern of
escalation that applies to every person. The sequence below
demonstrates a common pattern of escalation:

Some sort of trauma is suffered. This may be:

a. A single traumatic event.

b. The cumulative effects of multiple minor events.
Belief that the problems are unsolvable.

Blame is placed on the situation, rather than taking
personal responsibility.

Increased social withdrawal. Attention becomes focused
on self and the situation. Possible drug or alcohol abuse.
The whole focus becomes self-preservation and
protection.

Belief that a violent act is the only way out of the
problem. “They have to pay. It’s only fair after what
they did to me!”

The violent act is attempted or committed.
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COMPONENTS OF VIOLENCE

A person who is
emotionally upset at
work is 2 %2 times more
likely to commit
violence if he or she
uses drugs or alcohol.

Catalysts for escalation

Before we look at warning signs in the next section, it may be
helpful to understand some of the common factors that can aggravate
or “trigger” violent behavior. While violent behavior is not always a
result of these factors, caution 1s warranted when these factors are
observed. Note that many of these are deeply personal, and may be
difficult to address without violating EEOC or ADA guidelines.
Consultation with your manager and your HR department may help
you appropriately cope with these issues.

The employee-client:

(1 Is abusing alcohol or drugs

[ Was involved in a reduction in force

(1 Has suffered family trauma, e.g. death, divorce

[ Was demoted, lost benefits or pay, feels unimportant

[ Has suffered a financial loss

(1 Has an unresolved grievance (perceives it is being ignored)
(1 Is having marital or other domestic/family problems

[ Feels alienated by an insensitive supervisor or manager (or other
“power figure” in their life).

[ Expresses that his/her work is unappreciated
(1 Is suffering from mental illness

[ Has been diagnosed with a terminal disease
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COMPONENTS OF VIOLENCE

Recognizing potential problems (warning signs)

As we begin to look at warning signs, you must understand that
the behaviors cited are not necessarily indicators of violence by
themselves (with the exception of a history of violence). The key to
understanding the potential for violence in these behaviors is a noted

or perceived change in behavior.
Some warning signs

include unwarranted .
anger, fecling Some acts of violence are not foreseeable or fully preventable.

victimized, intoxication Many are preventable, however. As you observe an increasing number
and inability ,i‘? take of the warning signs in a co-worker, it should signal a need for greater
e caution, vigilance and intervention. It is not necessary to judge or
psychoanalyze the motives of your co-workers or customers. Just
observe, and write down what you observe.
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COMPONENTS OF VIOLENCE

Warning signs

As we begin looking at warning signs, you must understand that
the best predictor of violent behavior is a history of violence
(including domestic abuse.) 1f you observe an increasing number of
these signs in a co-worker or a client, the problem must be addressed
The potential for jmmediately. If not, the likelihood increases that the behavior will
violence increases as . ..
the number of these escalate to a violent incident.

signs increases in a co-

worker. These are some of the most common warning signs:

[ Direct threats [ Veiled threats
([ Frequent absenteeism (A Chemical/alcohol abuse
[ Inconsistent work [ Serious family problems

Unacceptable behavior
in the workplace
includes intimidation (A Obsession with job [ Serious financial problems
through threats,
throwing objects, . . )
physically touching (1 Making serious threats (A Angry outbursts, expressions
another employee
(hitting, slapping, etc.)
and physically
threatening others.

(A Concentration problems [ Obsession w/ violence

1 Intimidation of others 1 Extreme withdrawal

(A Blaming others consistently [ Increased personal stress

(1 Romantic obsession/stalking (4 Reckless/increased accidents

U Paranoia [ Increase of above behaviors
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COMPONENTS OF VIOLENCE

More warning signs

Individual “quirky” behavior that matches the warning signs
listed does not necessarily signal a problem. The key is observing
relevant changes in behavior. The change signals a potential problem.

Further behaviors to watch for:

> Boundary crossing. This includes pushing the limits of
acceptable workplace behavior and continual testing of

Signs of diminished established rules.
performance include
attendance problems, .o
inconsistent work, > [nconsistent work patterns and attendance problems. This is
. Z’ICZ ZZ;eg‘i ;‘f;’j::l’tsh very common with alcohol and drug abuse. It includes periods
and hygiene. of very high and very low productivity as well as unexplained or

improbable excuses for absences.

> Personality disorders. This may result in antisocial behavior.
Often these individuals have little or no remorse over violent
behavior. They will seek to justify it. They are often
manipulative, argumentative, preoccupied with themselves, and
exhibit dramatic mood swings. Their behavior is volatile.

> Pathological blamers. Can’t or won’t take responsibility for
their own behavior. Sometimes paranoid - feel “set up.” May
say things like, “They’re out to get me.” Often won’t admit any
wrong at all - even in minor incidents. Blame others, the
organization, society - everything but themselves.
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Common mistakes
Tolerance of violent behavior only leads to increased violence.

Some common mistakes that employees make are:

1 Ignoring aggressive behavior
2. Not wanting to become involved
F only 3. Covering up the behavior to protect a friend
4 Failure to report aggressive behavior to management
5

Shad : : oy
Consistently trying to deal with it alone
said
domething — ACTIVITY
dooner!

Earlier in item #6 you were asked to think about any incidents of
violence you have observed. In the space below, list all of the warning
signs you can remember that preceded the act(s).

If you have never witnessed a violent act in the workplace, take
a moment now to review the warning signs. Increasing your awareness
is a key to prevention of violence.
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WHAT CAN I DO?

You are an essential part of the solution

Perhaps the first question to explore is “Why should I do
something about it?” Some problems in society seem so big that the
average person feels helpless to do anything that would make a
difference.
Perhaps the most ) ) .
valuable result of all Workplace violence certainly occurs at the hands of strangers in
tzd;fl‘;‘l’(’e’"yno ;Sr ;ﬁ;j’;’lt’h’z many cases. However, many of the problems can be reduced or
thing you have to do, Prevented through the observation and timely action of one person. By
when it ought to be calling at-risk behavior to the attention of a supervisor right away,
done, whether you like 1, 1y problems can be dealt with before they escalate to violence.
it or not; it is the first
lesson that ought to be
’e“lr ned, and ’;"WW You may feel you have enough to do without adding this to your
earty a man's trainin, . .
be;ins, it s pmbabg life. Perhaps you don’t want to get involved. For 18,000 employees
the last lesson that he across the country every week, they become involved whether they

learns thoroughly. -— vt 16 or not — as victims. You can help prevent it.
Thomas Henry Huxley
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WHAT CAN I DO?

When and how to respond

Over the next few pages, we will discuss when and how to
respond to acts of violence. We will begin with daily routines, and
finish with dangerous situations. After that, you will learn some simple
preventive measures that can help reduce your risk.

Daily Activity

>0One of the best tools for avoiding incidents of workplace
violence is the thoughtful manner of dealing with people. Never
Nothing astonishes men strip someone of his/her dignity. Handle problems fairly,
so much as common responsibly and in a manner that is consistent with your
sense and plain agency’s policies.

dealing. — Emerson
>Often intervention isn’t necessary. If you notice a co-worker
who is frustrated or upset, simply asking if they are okay and
offering a listening ear can be enough to defuse the situation.
Genuine interest in those with whom you work promotes good
morale in your workplace.
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WHAT CAN I DO?

When and how to respond - continued

If simply talking things out with your co-worker doesn’t help,
further intervention may be necessary.

> Be observant. This does not in any way suggest “spying” on
other employees. Just care enough to notice what is happening

Every heart that has
beat strong and around you.
cheerfully has left a
hopeful impulse behind . . .
it in the world, and > When you observe the early warning signs in a co-worker,
bettered the tradition of call it to the attention of your supervisor immediately. Even if

mankind. — Robert

Louis Stevenson you think the problem will just work itself out, mention what

you observed to your supervisor.

> Prompt intervention is critical. Ignoring the behavior allows
it to escalate. Caring enough about your co-workers to help
them will prevent many problems from escalating to serious
crimes.

> Document what you see. You don’t need to worry about
analyzing behavior. Just write down what happens.
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WHAT CAN I DO?

Facing aggression

Study these guidelines periodically so that you will remember
them in a threatening situation. When faced with an angry customer,
client, or co-worker:

>Try to stay calm Raising your voice may increase the
anxiety of the potentially violent person.

>>Speak slowly, softly, clearly.

CAUTION >Try to understand Ask questions like, “Help me understand

VIOLENCE why you are upset,” or “Help me understand what you would

POTENTIA like me to do.” Once you think you understand, repeat it back to
the person so they know you understand. Often angry people
simply want to be heard and understood. They need a
sympathetic ear from someone they can trust.

> Avoid challenging body languagech as staring or glaring,
hands on hips, moving toward the person, etc. If you are sitting,
remain seated, and don’t turn your back to the person.

>Summon helpRemain helpful while summoning your
supervisor. Sometimes irate people are calmed quickly when
they have a chance to “talk to the boss.”
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WHAT CAN I DO?

In the face of danger

If you are confronted by someone who either threatens you or
has caused harm to someone already, immediate action is required. In
addition to the items on the previous page, keep the following things in
mind:

>If you feel you are in danger and have the option of doing so,
escape. Get away as quickly as possible. When escape is not
possible, hide and/or take cover to avoid injury. Don’t try to be
a hero. Get help as soon as possible. (If you don’t know how to
summon help in your agency, ask your supervisor immediately.

Agencies must provide a means for employees to communicate

— problems.)
GE'l

>Do not threaten or retaliate in kind.

>Move away from any objects, such as scissors or heavy
objects that may be employed as a weapon. (If possible, keep
these off of your desk.)

>Position yourself, if possible, so that you can exit readily.
>Don’t agree or disagree with distorted statements. Remain
calm. Avoid defensiveness. Don’t try to place blame back on

the angry person.

>Never challenge them, try to bargain, or make promises you
can’t keep.
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WHAT CAN I DO?

Threats that suggest or
refer to the possibility
of a physical attack
must be taken seriously,
as they may precede
acts of violence.

In the face of danger - continued

>Take all threats of violence seriously.

>Be clear with your communication - that what they have done
is inappropriate. Clearly communicate your intentions (like
calling security or 911). Follow through - make the call. Do
what you say you will do.

>If it can be done safely, ask all uninvolved people in the area
to leave immediately. A prearranged code word or phrase could
be used to alert your co-workers to call police.

>Describe the consequences of any violent behavior to the
individual.

>Do not physically touch an irate person or try to force them to
leave.

>|f the person is brandishing a weapon, calmly ask them tg
place the weapon in a neutral position (not pointed at anyo
while you continue to talk with them.

>Don't try to disarm them. Leave this for security/police.
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WHAT CAN | DO?

After the incident

Often what follows an incident of violence is shock, chaos g@nd
uncertainty. Those involved and those who witnessed the incidept
feel violated and fearful. It is difficult to think clearly under such
circumstances.

If help hasn’t yet been summoned, do so immediately. Then,
look to the people involved. Take care of any injuries that are sefious
or life-threatening. As soon after the incident as you are able
(immediately is preferable), take time to document everything you
can. Write down as much of the following as you can remember

GET HELP

>\Write down perpetrator information, including name,

WRITE IT physical description of the perpetrator, what was said, whaf the

DOWN perpetrator did, etc. Write down everything you can remenjber.

Try to write without being judgmental. In other words, don’
write “He was crazy,” or “He acted irrationally.” Try to
accurately record what the person said and did.

LIST THE

DETAILS >List all of the people who were involved in any way
(especially those who witnessed the incident).

>Document as much detail as possible. This becomes vefy
important for the investigation of the incident.

When and as needed, take care of yourself. Seek approprjate
counseling, medical attention or other assistance to help you thrqugh
what you experienced. Carrying unresolved feelings about the
incident will only harm you. Find a way to bring closure to the
incident.
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PREVENTION STRATEGIES

Prevention

In partnership with your agency and your co-workers, much can

be done to help prevent violence where you work. The following
Is not all-inclusive, yet offers helpful guidelines to consider:

>t is each employee’s responsibility to keep the work
environment safe. ZERO TOLERANCE for any form of

flist

workplace violence is the only acceptable standard for safety.

>Maintain open communication with all employees. Creat

positive working environment based upon respect and trust.

>Lock doors that lead to non-public work areas.

>Work areas should be designed to allow more than one
exit/entrance where possible.

a

>Establish a code word, phrase, or signal that can be used to

alert others to call police/security for help.

>Be actively involved in your workplace safety. Attend

training, participate in focus groups, help to assess risks and

actively observe what is happening around you. Give feed
to your supervisor.

pack
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Office layout

The sample office below may not look just like your office
space or cubicle, but it will serve as an example of layout. Noticg that
the person who sits at the desk would be literally trapped if an angry
person came into the office. No escape route is available excep
throughthe person who came in. This could be very dangerous.

The only acceptable
policy is a zero- @

tolerance policy. Any
i

How could you rearrange your work space (if needed) to aljow
for quick exit if it became necessary?

tolerance of violence in
the workplace will @
allow escalation of the
problem.
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Office layout - another view

The office still has only one entrance/exit. If the person
remains there, no advantage is gained by the rearrangement.
However, if the person enters the room, a quick exit is then morej
possible with this arrangement.

Every heart that has
beat strong and
cheerfully has left a
hopeful impulse behind
it in the world, and
bettered the tradition of
mankind. — Robert
Louis Stevenson

Take another look at your work space. If your layout is a
potential risk, check to see if another layout is possible. If changing
your office layout is difficult or impossible, try to at least meet in
another room where you have exit options. Your safety is very
important.
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DEVELOPING A VIOLENCE PREVENTION PROGRAM

Policy development

clear, well-defined policy regarding workplace violence. All thre
must be taken seriouslyn the previous section you reviewed a

A fundamental component of a violence prevention strateg

It is not enough to do

good; one must do it

the right way. — John
Morley

sample policy that can be altered as needed for your agency.

covered in the employee section of this training. It states:

Let’s review the definition of workplace violence that was

Workplace violence consists of any act of physical, verbal or
written aggression against an individual in the workplace. Done
with the purpose of intimidation or threat, workplace violence may
also involve destruction or abuse of property.

The State of Utah has adopted a zero tolerance policy for

workplace violence. This means that as you review, or perhaps felp
to draft your agency'’s policy, it should reflect a position similar to
following:

Any person who makes threats, exhibits threatening behavior or
engagesn violent acts on state property will be removed from the
premises as quickly as safety permits, and will remain off state
property pending the outcome of an investigation. (Your agency)
will initiate an appropriate response. This response may include,
but is not limited to, suspension and/or termination of any business
relationship, reassignment of job duties, suspension or termination
of employment and/or criminal prosecution of the person or
persons involved.
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DEVELOPING A VIOLENCE PREVENTION PROGRAM

Policy development - continued
Each agency has unique needs, which makes a “one size fjts

all” policy difficult to develop. However, each agency (or even
division if circumstances require it) should develop a workplace
Injustice anywhere is ayiolence policy that is specific and clear, and that addresses the

threat to justice nine circumstances of the division or agency.
everywhere. — Martin

Luther King, Jr.

Key elements of workplace violence policy development
include:

> Zero tolerance This can be one of the most effective
deterrents to violence in the workplace. Too often
managers ignore threats of violence that are repohted.
practice, zero tolerance means that we encourage
everyone to report all threats or acts of violence, and
that supervisors and managers aabn the reports.
Ignoring violence allows it to increase unchecked.

> Issuessuch as fair treatment, sexual harassment, fitngss
for duty, substance abuse, possession of firearms on1
government property, hiring practices, termination
practices and other issues specific to the agency.

> Reporting. Determe how and to whom incidents of
violence should be reported. Communication is vital.

> Summoning securityHow this is done. Do you have
code words or phrases, silent alarms, or signals?
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Crisis management team

A crisis management team performs many critical tasks in the
prevention of and intervention in incidents of workplace violence.

of offices, your agency may need to assemble several crisis

The crisis managemenmanagement teams.
team works to prevent

violence first. . . .. .
Intervention is an The main function of a crisis management team is to create

important secondcomprehensive plan to help prevent and, if necessary, to effectivgly
priofity- intervene in incidents of violence. When extreme acts of violencg
occur, numerous problems may require prompt attention. Some
c examples are:

o Injured victims o Damaged property

o Security o Curious bystanders

o Further risk o Shelter

o First Aid o Public relations

o Family of victims o Agency employee concerns
o Legal issues o Restoring communications

o Damage assessment « Policy issues

A crisis management team plansadvancewhat to do when

— acts of violence occur. As discussed on the next page, the team
consists of a variety of professionals that help formulate a
comprehensive plan.

Application:
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The members of the crisis management team

The following list describes suggested group representative

and their roles on the crisis management team:

No act of kindness,
however small, is ever
wasted. — Aesp

professionalso examine employee behavior and make recommendations,

investigatorsvho would perform background checks (criminal histories, pa
violence, etc.). They may designate a representative in each area who may

o Human Resourcesprovide information about organizational impact,
changes and policies and procedures for a safe work environment.

o Legal Advisors, Risk Management Professionalsould have

They can help reduce risk and liability by addressing current employfnent

knowledge about policies, procedures, and employee protection iSS}es.

laws. They provide guidance when coping with an incident of violen

o Security/Police provide guidance and suggestions on security mea
and assist in prevention of violence and in incident intervention.

o Public Relations provides professional advice on handling the pres
a crisis situation.

e.

bures

U7
5.

o Medical- provides guidance for assessment of substance abuse ang/or

medical conditions that could lead to violence, and a protocol for
treatment of injured victims.

o Local emergency response representatieslice, fire, rescue. These
agencies would provide expertise and immediate assistance in a cris

o Senior Managementorganizes a team during a crisis, designates a
spokesperson, determines responsibilities and leads policy
implementation.

o Employee Assistance Professionalgrovide counseling to employees

and families, training in areas of stress reduction, substance abuse, fnental

illness and guidance in violence prevention.

o Facilities staff assists in restoring office to working order, damage
repair and relocation if necessary.

If possible, other members of the team could incaggessment

and

St
be

able to help. You may consider retired military personnel or others with special

skills.

Note: the crisis team can also assist in emergency situation caused by natufal

disasters such as floods, earthquakes, etc.

Note: the crisis team can also assist in emergency situation caused by natufal
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DEVELOPING A VIOLENCE PREVENTION PROGRAM

The trauma team

The trauma team’s focus is to help deal with the trauma of &
violent incident. Its mission is to help the victims and the agency
cope with the violence that has occurred. The trauma team may be a
separate team of individuals, or members of the crisis management
team that are mobilized differently when violence occurs.

Some of the issues that the trauma team may handle are:

o Calming hysterical witnesses o Notifying victims’ families
The trauma team o Providing employee transportation ¢ Repairing inoperable phones
performs a vital role in
restoring order to the o Cleaning damaged offices o Providing public relations
chaos and trauma of a
violent incident. o Processing employee payroll o Restoring lost records

o Providing psychological counseling o Restoring normal operations

o Providing crisis intervention o Debriefing, situation assessment

Supervisors must understand that normal business activities
may be severely disrupted. They must consider how to handle
employees, phone calls, upset customers, information flow,
communication, etc.

The trauma team plays a vital role in helping to restore a sgnse
of order and normalcy to the chaos that accompanies violence.

Note: Your agency may not be able to develop crisis managemeit and
trauma teams with all of the people listed. Such restrictions as
budget, resource availability, geography, and other factors may pglace

limitations on the exact makeup of the teams. The objective is tg|line

up sufficient resources to respond quickly and adequately to marjage a
crisis situation. Each agency must determine what works best fof
them given the availability of resources.
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DEVELOPING A VIOLENCE PREVENTION PROGRAM

The trauma team - members and mobilization

As stated on the previous page, members of the trauma team
may also be members of the crisis management team. In an actgial
incident of violence, the trauma team’s focus is primarily on restofing
order to the lives of people and to the agency.

The members may include (depending on your agency’s needs):
Life is not so short but

that there is always » Medical personnel » Counseling professionals
time enough for

courtesy. — Ralph o )
Waldo Emerson o Communications experts o Security personnel

o Disaster cleanup experts o Public relations professionals
o Legal professionals o Human Resource personnel|
o Facilities personnel o Workers Compensation repg.
Because incidents of violence can quickly become major
traumatic events, the trauma team should consist of members who are

able to mobilize quickly. They should have clear direction and shpuld
be well organized to manage the chaos of a violent event.

The trauma team’grevention rolevould consist of employee
training in areas of stress reduction, procedures for monitoring
individuals during emotional turmoil and recovery following traumg,
crisis intervention and coping with traumatic events.

Application:
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WORKPLACE ANALYSIS

Common sense

When assessing your physical setting in the workplace,
common sense (while not always so common) can help you assegss the
potential for greater harm in a violent incident. The following
questions may help you look at your workplace from a different
perspective:

* Are your employees trained to address and deal with workplace
violence issues?

* Do you have more than one exit available for employees in an

There are two ways of . .
4 emergency situation? /ol

meeting difficulties:
you alter the difficulties
or you alter yourself * Have you updat

meeting them— Phyllis _ . ~
Bottome * Are exits and aisles clear of al ‘/

ed your fire evacuation plan and drill procedures?

* Do all walkways width requirements (28")?
* Do all emplo mon help (security)?
* Do your employees w to handle a violent person?

* Do you haye a team in place that can respand quickly to an incident?

% Can a visitor easily access your work space without permission?

* Do you have a means of assessing who is left in the office after
evacuation?

Try to look at your working environment from the perspectije
of a perpetrator. Are your employees at great risk? If so, do youlhave
preventive measures in place? What can you do to protect your
employees, minimize risk, and increase the likelihood of preventipn in
your office environment?

Application:
Notes:

WORKPLACE ANALYSIS
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Security

Security means more than armed guards. For many
workplaces, a person entering with a gun could kill several peopl
(including him/herself) before security guards could respond.

Far too often, Sometimes called “target hardening,” physical security
managers make flawegy e a5 res can often protect employees, perhaps allowing interve

securlty decisions
based on opinion. “before violence escalates to major trauma.

— Francis James

office with daily intense customer traffic. Thus, security measur
should be designed according to the need and risk of the workpla

NOTICE Your office may benefit from security devices as simple as

EMPLOYEES alarms that alert security, simple video monitoring systems, clear
ONLY defined public and private areas, extra lighting in darkened areas

If your employees are at high risk for violence, additional

access, bullet-resistant barriers, metal security doors and other
measures are examples of systems that may be incorporated to

assess your risk and determine appropriate security measures.

Application:
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b'Addario An office with no public dealings may be at less risk than aelnS

ENTRANCE FoR | doors or barriers that are “buzzed” open (controlled access), sileft

\U

ntion

ICe.

y
, etc.

measures may be needed. Sophisticated monitoring systems, card-key

enhance security. Your risk management department can help ypu



1.
Courage is the price
that Life exacts for 2
granting peace. '
— Amelia Earhart
3
4,
5.
6.
1.

Security - continued

When developing an approach to office security, one of the
steps you must take is to survey your current arrangements and
ascertain the services that are available to you. S. Anthony Baran,
Ph.D., author of Violence in the Workplacecommends the
following components of security development:

Define the assets that need protectiofou should

first

risk management, engineering and local agencies mgy be

determine who and what you need to protect. (Secur{y,

able to assist you in conducting a thorough analysis.)
Establish priorities for providing protectionDetermine
the best location in your facility that would provide be

protection and a secondary exit away from the facilit31;
"

Receptionists are often the first to encounter an ang
person. They need protection and should be a high
priority.

Assess your organization’s ability to respond quickly
You should have crisis management and trauma tear
place. They should be trained to respond quickly.
Establish written policieso there is clear
communication between employees and managemer
concerning veiled [or violent] threats.

Provide training programsand tools for pre-employment

screening (will be addressed later in this course) and
identification of potential behavior problems.

Make policies concerning employee or client
termination This is best handled in partnership with
Human Resources.

Establish psychiatric resources outplacement
counseling to assist former employees.

5t

NS in

t

for

Notes:
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Layout

In the employee section of this training, we discussed possjble
layout options. One of the realities of government offices is that
many employees work in cubicles that offer few options for differg¢nt
layouts.

As a supervisor, you have a responsibility for the safety of your
employees. Try looking at the office from different perspectives.
Look at groups of cubicles and determine whether different exit
options are possible. Assess what would happen if all employee
were to panic and try to exit at once. If an armed intruder entered,
what would happen to your people?

V7

If you have no other options than your current physical/offige
Fle that wil not 2pPY layout, you may still have safety options. Meetings with disgruntled
expect new evils, foli€Nts, employees or customers might be held in rooms where ekit
time is the greatesoptions are available and where most of your employees would rjot be
innovator. - FBra”C'Sm danger. Examples might be an outer conference room, or an
aeon assigned room that is outside your main office entrance. Be surq that
public and private areas are clearly marked, and that access is lifnited
to private areasTry to determine options that will increase the

likelihood of safety.

THE SAFE WAY
IS THE
BEST WAY

Application:
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PREVENTION STRATEGIES

Training

The best preparation

present well seen to
and the last duty done.
— George Macdonald

1.

N

o Ok w

~

© oo

10.
11.
12.
13.

14.

This course has raised your awareness of workplace violerjce
issues and has provided some suggestions for how to deal with this
growing problem.The training must not stop her&our agency has
unique circumstances that must be dealt with specifically in further
training settings (formal or informal).

Consider further areas of training that should be conducted|in
for the future is theyour workplace:

Train employees tiake every threat seriously and to rep@rt
it.

Train supervisors tiake every report seriously and to act]

on each threat immediatel{Don’t ignore them).

Proper use of existing and new security measures.

Proper reporting of incidents (to whom, when, etc.)

Use of the incident guide.

Know how to summon security, use of code words or

phrases.

Keeping work areas uncluttered.

Provide sensitivity training.

Develop rules about allowing former employees back info

the workplace.

Know applicable employment laws.

Develop hiring/termination procedures that minimize risk.

List resources available for immediate assistance.

Training in self-protection measures (use of exits,

concealment, how to escape quickly).

Develop conflict resolution skills

Application:
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PREVENTION STRATEGIES

Hiring practices

Selecting a new employee is often an exhaustive process.
Because employers are more frequently being held liable for hiring
employees who committed acts of violence (negligent hiring), yo
must also consider screening that reduces liability in the hiring
process. The following are important areas to explore when hiring:

An employer may be . . . . . .
found negligentinthe ~ 1-  Conduct in-depth interviews with a variety of candidates,

hiring of employees it 2. Ask for specific examples of success and failures in pagt
C:;i f:‘;?é?gﬁ;i"@ﬂ;?e performance. Ask behavioral questions on past
those references might performance rather than possible future behaviors.
have revealeda 3.  Try to determine any possible problems with past empldyers
potential for or history through statements such as, “Tell me what was positiveland
of violence. negative about your past employer.”
4.  When possible, ask applicants to sign a consent form ta
obtain prior performance appraisals and to check referepces.

(If the employee refuses to have references checked, they

may be eliminated from consideration.)

5. Check references thoroughly. Ask about the person’s

reliability, integrity, and follow your human resource

policies and guidelines for reference checks. (Note:

It is not only what we employers may be reluctant to give this information for

do, but also what we do legal reasons)Asking the questions and documenting thg
hot do, for which we responses is as important as the answers are
are accountable.
— Moliere

For specific hiring questions and practices for your agency,
consult with your Human Resource Department. They can help you
develop a list of legal questions that will help uncover a violent
history or potential. The appendix of this manual includes some
sample questions to consider.

Application:
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Disciplinary practices

Disciplinary action is almost never a pleasant experience.
Retaliation (by employee or supervisor) due to a disciplinary acti
a growing problem. Workplace disciplinary procedures must be
seriously.

nis
ken

explored is your agency’s standard practices relative to its empl
on a daily basis. In a May 2, 1993 article in the Boston Globe, F
and Levinson stated, “A company that takes seriously its humani
obligations to its employees may not only minimize workplace
burnout, but [may] also prevent a workplace shootout.”

Perhaps the first aspect of the disciplinary process that shouC; be

Simply stated, treating employees with respect and with

sensitivity to their needs and aspirations can go a long way towaid

minimizing problems of discipline.

When termination becomes necessary, remember first and
foremost tonever strip anyone of their dignity. Treat them with
respect. Imagine yourself going through the process of terminati
How would you like to be treated?

The next page includes some dos and don’ts relative to
disciplinary action. Your HR professionals can help you with
specifics that are applicable to your agency.

ees
X
arian

Application:
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Discipline Do’s and Don’ts

If you are the focus of the employee’s anger, you should not
conduct the termination interview. This should be done by a mar
or HR representative

It is very important that you clearly understand your agency’s|

contact your HR department soon to have your questions answe
to receive additional training.

Application:
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Do

1. Treat the employee with respect. Preserve dignity.

2. Be clear. Avoid generalizations such as, “You're just not
meeting our expectations.”

3. Stay calm. Be as positive and helpful as possible.

4. Be prepared with specific facts about what rule was violated.

5. Offer counseling services (if available).

6. Tell them what information will be given in future employment
inquiries.

7. If possible, provide out-placement counseling.

Don't

1. Make promises that you can’t keep.

2. Discuss how they might have kept their job.

3. Exhibit aggressive behavior, make threats.

4. Get into specific points about their behavior in the past. If due
process has been given, the employee should know this as a resjilt of
corrective action meetings.

5. Conduct termination meetings alone.

6. Wait until late Friday afternoon to terminate the employee.

ager

policies and procedures regarding termination. If you are not clegr,

ed, or



Employee counseling

Employee Assistance Programs (EAPS) can be very helpful i

problems before they escalate.

stress management, coping with aggression, and behavior
If your agency does nomanagement. Contact your HR department to determine what

have an EAP, a list ofassistance is available to you and your employees.
Community resources

may be helpful. Itis . . .
importantto e up ~~ VWheEN termination becomes necessary, employee assistanc

people through difficult
times so that their

assistance program available, it may be helpful to provide a list
local counseling resources to the terminated employee.

In summary, if your employees are treated with respect and

crisis are considered and handled sensitively, the likelihood of a
successful disciplinary action increases.

preventing workplace violence. As an employee begins to exhibif
some of the warning signs we discussed earlier in this course, edrly
intervention and counseling may help the employee work through the

—

EAP professionals can provide training to employees in area$ of

can

resources to helpalso be very valuable. Losing a job is a traumatic experience for|most
people. Employee assistance can help the employee work through the
frustration does noteMotional difficulties associated with termination. Having a traingd
turn to rage professional to help often reduces the likelihood that the employde
will react violently or will seek revenge. It is not a guarantee, butjthe
likelihood of violence can be greatly reduced. If you do not havejan

dignity (on a daily basis) and if their emotional needs during a time of

Application:
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OBSERVATION AND INTERVENTION

Observing employees

The supervisor’s role is very demanding. It is sometimes eas
become so absorbed in the demands of the job that we forget to

attention to our greatest asset: our people.
You can observe a lot

Yogi Berra . . .
behavior occur. If some of the warning signs began to appear,

you notice them?

Avoid attempts to “spy” on your employees, or to create an

\ atmosphere where the employees feel they are being watched
Ul suspiciously. The suggestion is simply to be aware of what is
N’ happening around youNotice your environment; notice your
employees.

Violence can begin with a simple angry exchange of words a

being aware of what is going on around them and what to do if
violence erupts.

strategies, along with some policy review.

Application:

justby watching. -t 5 important to notice if relevant changes in your employe(\e/jo
uld

The balance of the course will deal with intervention and crisis

y to
hay

nd

can escalate rapidly to a crisis. Teach your employees the value|of

-66- June 1999



OBSERVATION AND INTERVENTION

When to intervene with a troubled employee

Intervention can be simple or complex. The goal should be t
intervene at a time that helps to avoid any problem of violence (Where
possible).

As a supervisor, if you notice that one of your employees bedins
to show relevant changes in behavior and manifests warning signs,
act! The action may be as simple as pulling them aside and talkihg
calmly through their concerns. Some answers to their concerns [nay
be found at work. If they are personal in nature, counseling or other

Ignoring the warningavenues may be suggestedelping the employee find good answefs

signs can be venmay he all that is needed to prevent any future problems.
costly. For many, it is

uncomfortable to ]
intervene. Interventon ~ Some problems may not be so easily solved. You must be

Is easier than copingcgtious about delving too deeply into personal problems. The
with disaster. . .
problems may be very complex and beyond your skills or authority to
help. Enlisting the help of your HR department or employee
assistance professionals may provide you with some positive
direction. The key to preventing some forms of violence is early,
appropriate intervention
Sometimes, just being heard and understood will help the

employee find answers.

Application:
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OBSERVATION AND INTERVENTION

Intervention under threat

Whether unexpectedly or due to escalation, violence sometinjes
occurs. How and when you respond to violence can have a signfficant
impact on your employees and on your agency. Your duty to actjwill
be thoroughly scrutinized after the event, so it is important to act
quickly and appropriately.

Your efforts to calm the person may fail. Here are some
guidelines for when you should act:

1. You have been threatened or your personal safety has been
violated.

2. Others around you have been threatened or are in immijnent
danger.

3.  Property for which you have responsibility is in danger df
damage or abuse.

4.  The perpetrator will not listen or calm down and seems o
be escalating toward violence.

5. The perpetrator moves past you to another employee, dffice,
or attempts to enter your secured area.

Application:
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It is better to ask some

of the questions than to
know all of the

answers. — James
Thurber

How should | respond?
Take all threats seriously. When danger is immirgsttnow

Stay out of harm’s way if you can. If you must face the perpetrat
do the following:

1.
2.

how

Stay calm. Avoid defensiveness.
Gather information. Find out the who, what, when, how}
where, and why of the situatioNVrite it down Often

people will calm down when “someone in charge” listen

b 10

them, gathers the facts and presents a reasonable solugjon.

Acknowledge their emotions and feelings. Be supporti
Find out what they want specifically. Ask them what w
be a reasonable solution to the problem. The solution
be reasonable and easily doi®on’t assume you know
what they want - ask them.

Attempt to meet with the person in another room, away
from others who may become innocent victims. (If the
person is brandishing a weapon, don’t attempt this.
Cooperate and make your intentions cle@yoid acting in
a crowd

Establish clear boundaries of behavior. State conseque
of being belligerent.

If danger is imminent, summon security immediately.

Using a code word or phrase with another employee will

mask the effort and help to minimize the danger.
Send the signal to mobilize the crisis management and

ld
ight

nces

trauma teams. This might be the addition of another wayd

or phrase that suggests security and the teams should &
mobilized.

Application:
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Your safety is first
priority. Try to look at
your current work
habits, office layout
and employee routines
in a different way. A
new perspective may do
much to help you
prevent serious
problems in your
workplace

The ideal is in thyself.
The impediment, too, is
in thyself. — Thomas
Carlyle

Additional intervention guidelines

S. Anthony Baron, Ph.D., recommends the following addition
guidelines for intervention (Violence in the Workplapages 148-
149):

1.

2.

Do not allow the person to sit between you and the doof.

You must have the ability to exit first and fast.
Remain seated two to three arm lengths away. This

Al

provides adequate distance from the individual, yet projdes

for effective communication. Don'’t turn your back.

Do not have any scissors or other sharp objects on you
during the intervention.

If possible, have a second party of your opposite sex in
room. Often, for example, two males can create a “ma
type atmosphere, unwittingly fighting for verbal territory

desk

he
01’

and power. A third party (in this case, female) can provide

another alternative or solution to the impasse.

Describe the consequences of violent behavior. Example,

“If you hurt me, you will end up in jail.”

If you feel you are in danger, security should be alerted fas

well as Human Resources.

If you see a weapon, leave the location as soon as posgible.

Call for help.

Application:
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Things you should not do

When intervening in a situation involving an angry person, dad
do the following:

1.
2.

3.

o ~N

Ignore threats

Conduct a meetingith the person if you are a target of
their anger.

Conduct disciplinary sessions alonelave others present,
and have security nearby if you anticipate a violent
confrontation.

not

Use aggressive body language or confrontational behavjor
Be supportive, calm, helpful. Responding defensively oply

escalates defensiveness.

Ignore your agency policies and procedurekative to
workplace violence. Follow the policy as outlined.
Keep the information to yourselff you determine the
threat is real, inform those who need to know. This
especially includes potential victims. Give them

information so they can protect themselves or stay out gf

danger.

Fail to exercise due proces®on’t act on impulse.

Lower standards of security and protecti@ven in the facg
of danger. Don’t put others at risk. Protecting yourse

and your employees is a high priority.Fail to record

information Write down what you observe, what is said

who is involved, when and where, etc.

Relevant detail is important.

Application:
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THE INCIDENT GUIDE

Purpose of an incident guide

The purpose of the incident guide is to provide a tool to help you
and your employees through a crisis. Understand that when people
are exposed to a traumatic event, they often become anxious, ngrvous,
fearful, and may not think clearly. Each employee may respond
differently.

The incident guide may help an employee to cope with a
traumatic incident by providing steps for managing the incident apd a
means for documenting some of the things that happen.

State of Utah

6
3
.

Workplace Violence Incident Guide

Employee Name

Agency: Phone:

Emergency Phone Numbers

Fire, Police, Ambulance (9)911
Security

Crisis Management Team

Trauma Team

DFCM

Application:
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THE INCIDENT GUIDE

In a crisis, the incident
guide can help an
employee follow proper
procedure and

General overview of contents

The incident guide covers the following areas:

%« General guidelines

% Suspicious packages
« Fire

« Earthquake
«Telephone threats

% Violent acts

« Hostage taking

* Bomb threats

Each employee should become familiar with the contents of;l;e
titis

document the evenincident guide. The guide should be placed near the phone so t
immediately accessible.

Take a moment now to read through the contents of the guid

and discuss the best use of it for your agency.

Note that the information in the guide may protect your

employees by providing proper emergency procedures to follow.
may also become an important piece of an investigation after the|
employee documents in the guide what he or she observed.

It

Application:
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AFTER THE INCIDENT

Where do | start?

Your first consideration after a traumatic incident of violence s
thepeople You must be sure that those who were victimized, thoge
who were witnesses and those who are gathering out of curiositTare
dealt with appropriately. Secure the scene as quickly as possiblg. Be
sure that security or local law enforcement has been called and gre on
the way if not already presentlobilize crisis and trauma teams

Victims

Treat any life-threatening injuries. Enlist the help of those on|the

scene who are calm to help calm the others. Don’t release any (Ietails
on the victims to onlookers or the press until victims are accountgd
for, next of kin have been informed and security feels it is okay tg do
so. Follow agency procedures for press relations. As soon as
possible, begin gathering information. Make sure nothing is disturbed
on site that may be used as evidence.

Witnesses

the distress they are feeling. Some may be in shock and in need| of
medical attention. Gather information from them. Get their namgs,
ages, phone numbers, why they were there, what they saw, etc. |If
they are capable, have them give a written statement.

The witnesses are also victims in a real sense. Help them w[ih

Onlookers

These could be any persons who are attracted out of curiosity.
Do your best to contain the area, but also enlist help when needdd to
preserve and protect those who are in the area. Give clear, diregt
orders. Don't allow anyone or anything to be removed from the grea
unless the structure is unstable or cleared by security. The safety of
the people is the highest priority in the initial aftermath.

Notes:
AFTER THE INCIDENT
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Handling information
Security, law enforcement

The information you have gathered will be very important in t
investigation. Cooperate fully with law enforcement. Help to
preserve any evidence of the incident. Record as much detail as
possible. After you have given your initial report, you may recall
more details. Share what you know as you remember it - even spall
details. They may become vital to piecing the case together.

—

e

Media

possible. The crisis team may arrive at the scene with media alr¢ady

Allow the crisis management team to handle media informat}n if
nd

waiting for them. They will help keep family members informed
will control information to the media as it becomes available.

If you are the supervisor involved, you may be asked to speak to
the media.Follow your agency policy on media relations or contagt
Prepare your comments and make them brief. Speak honestly apout
the event. If your crisis team is present, say so. Mention that yop are
cooperating with law enforcement. If you consider this a tragedy| say
so. lItis best to be forthcoming and controlled rather than practicgd
and insincere. Showing your anguish is okay.

Application:
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Coping with employee concerns

Your employees who were not present will experience concefn, if
not fear for their own safety. It is very important to address their
concerns and reactions. Share as much information as is necesgary to
calm them without violating the confidentiality and courtesy due the
families of the victims.

—

Share, both verbally and in written form, information about what
occurred. Be sensitive and acknowledge the feelings of your
employees. It may be necessary to organize support groups. It is

As you work to helpimportant to get the employees to talk about their feelings. If
F:/?;?rﬁgzo;g‘y’ecgﬁﬁ%omeone was injured, or especially if one of their colleagues was
’ killed, the employees will feel pain. They may feel violated and

Speak reassuringly R h e
Encourage them tdunsafe. Bringing closure to those feelings is important.

speak about what

happened. Talking E | . id i | b
about it begins the mployee assistance programs can provide counseling. It may be
process of healing fronrnecessary to enlist the help of a counselor to work with your sta
the trauma. (consult management for options). Workers compensation may also
provide help in filing injury reports. You can expect that productiyity
will be impacted. As the employees begin to resolve their feelingg,
they will return to a greater level of productivity. Be patient and

allow them to heal emotionally. They must be able to resolve thejr
grief.

The trauma team plays a vital role in helping employees to
sort through and cope with what happened.

Application:
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Churchill

Mopping up

Another valuable role of the crisis management team is to as

in restoring the workplace after the incident has occurred. Many

incidents are minor and won’t require much restoration. Howevef

5ist

when someone has been injured or property has been destroyed] it is

important that the workplace be restored to “normal” as quickly a

possible.

Nothing should be changed or moved until cleared by law

~ Itwould be anenforcement. Once all evidence has been gathered and the site
no{ﬂi"nog”‘éﬁmg”é:ﬂgr'febeen cleared for restoration, act quickly to do repairs, cleaning,
until everything can bdother restorative work where possible to remove the physical

done. — Winstonoreminders of the incident and to restore normal working operations.

Assessment

As soon as is possible, management should meet to thoroug
assess what happened. In partnership with the crisis managem
team, the event should be analyzed to learn what happened and
can be done differently in the future. Look at policies. Refine
procedures. Assess security weaknesses. Evaluate employee t
and how it can or should be improved.

In short, keep what you do well and improve where needed.
Learn from the incident.

V7

has
d

nly
nt

hat

aining
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POLICY TRAINING

Study your agency policy

As a supervisor, you can become a vital part of the solution t
workplace violence. Ignoring it will not solve the problem. This cgn
be a challenge because you may never have had an incident of

violence in your office and thus may not feel an urgent need to
address this problem.

Can you afford the consequences of not being prepared for gn act
of violence? Clearly, the answer is no. Take time now to discuss

your agency’s policy. Review it carefully. Understand its

Good luck is anotheimplications.
name for tenacity of

urpose. — Ralph . A . .

Palds Emerson  Discuss how you will implement the policy with your employegs.

How will you prepare your employees? What can you do to pronjote

this training among your employees? What can you do as a groyp to
make your workplace safer?

appendix. These might serve as guides for developing a policy,

comparing yours. A good policy is understandable, workable an
realistic. How does yours measure up?

Two sample policies on workplace violence are included in tT
r for

Application:
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Appendix - 1

EMPLOYMENT REFERENCE CHECK Date:
Position: Division:
Applicants Name: Phone: ()
Reference Contacted: Position:
Company: Title / Duties Verified: Yes or No? __

1. How would you describe his/her performance (i.e., quality & quantity)?

2. What were his/her greatest strengths?

3. Were there any areas they need to improve in?

4. What was his/her reason for leaving?

5. Was the employee dependable as far as attendance is concerned?
() Yes ()No Explain:

6. How well did the employee take instructions and direction?

7. Was the employee flexible in adapting to new assignments, or resistant to change?

8. How well did she/he work with other people?

9. Are you aware of any incidents of threats, intimidation or violence involving this person?

10. Did she/he work in customer service or perform public contact work for you? Did she/he deal with irate customers? How
effective was she/he in these duties?

11. Did the employee write letters for you? Was she/he able to compose letters from general directions? Was grammar
acceptable?

12. Did his/her job require report writing? If so, were reports timely and accurate? Was writing clear and easily understood
by others?

13. Would you rehire him/her? ( ) Yes ( ) No Explain

Comments:

-84- June 1999



Appendix - 2
WORKPLACE VIOLENCE CHECKLIST

This checklist was developed by OSHA (publication 3148), and helps to identify present or potential
workplace violence problems. Employers also may be aware of other serious hazards not listed here.

Designated competent and responsible observers can readily make periodic inspections to identify
and evaluate workplace security hazards and threats of workplace violence. These inspections should be
scheduled on eegular basis when new, previously unidentified security hazards are recognized when
occupational deaths injuries, or threats of injury occur; when a safety, health and security program is
established and whenever workplace security conditions warrant an inspection.

Periodic inspections for security hazards include identifying and evaluating potential workplace
security hazards and changes in employee work practices which may lead to compromising security.
Please use the following checklist to identify and evaluate workplace security hazRtdis. notations
indicate a potential risk for serious security hazards:

T ___F Thisindustry frequently confronts violent behavior and assaults of staff.

T ___F Violence occurs regularly where this facility is located.

T ___F Violence has occurred on the premises or in conducting business.

T ___F Customers, clients or coworkers assault, threaten, yell, push or verbally abuse employees or

use racial or sexual remarks.
T F  Employees are NOT required to report incidents or threats of violence, regardless of injury or
severity, to employer.
T F  Employees have NOT been trained by the employer to recognize and handle threatening,
aggressive or violent behavior.
Violence is accepted as "part of the job" by some managers, supervisors and/or employees.
Access and freedom of movement within the workplace are NOT restricted to those persons
who have a legitimate reason for being there.
T F  The workplace security system is inadequate - i.e., door locks malfunction, windows are not
secure and there are no physical barriers or containment systems.
T F  Employees or staff members have been assaulted, threatened or verbally abused by clients anc
patients.
T F  Medical and counseling services have NOT been offered to employees who have been as-
saulted.
T F  Alarm systems such as panic alarm buttons, silent alarms or personal electronic alarm systems
are NOT being used for prompt security assistance.
There is no regular training provided on correct response to alarm sounding.
Alarm systems are NOT tested on a monthly basis to assure correct function.
Security guards are NOT employed at the workplace.
Closed circuit cameras and mirrors are NOT used to monitor dangerous areas.
Metal detectors are NOT available or NOT used in this facility.
Employees have NOT been trained to recognize and control hostile and escalating aggressive
behaviors or to manage assaultive behavior.
T F  Employees CANNOT adjust work schedules to use the 'Buddy system" for visits to clients in
areas where they feel threatened.
T F  Cellular phones or other communication devices are NOT made available to field staff to
enable them to request aid.
T F  Vehicles are NOT maintained on a regular basis to ensure reliability and safety.
T F  Employees work where assistance is NOT quickly available.
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Appendix - 3

SAMPLE POLICY 1

All forms of violence and/or threats of violence are prohibited.
Complaint procedure:

A. Whenever acts or threats of violence are experienced or observed, a
complaint should be made to the employee’s immediate supervisor. The
supervisor should investigate the complaint and take action necessary to
eliminate and prevent violence and threats of violence. An employee who
Is guilty of threatening or committing an act of violence may be disciplined
in accordance with current rules on disciplinary action. If necessary, the
agency Safety Director and/or the Human Resource director should be
contacted for assistance in resolving the incident.

B. At the option of the employee, complaints may also be made to the
employee’s second level supervisor, the Associate or Deputy
Superintendent (or Director), the Executive Director or the Human
Resource Section.
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Appendix - 4
SAMPLE POLICY 2

STATE OF UTAH SECURITY AND WORKPLACE
VIOLENCE PREVENTION POLICIES AND
PROCEDURES

The State of Utah Department of adopts these policies
and procedures in an effort to provide a safe and secure working place for both staff and clients. It is
recognized that workplace violence and crime in any of their forms can invade a workplace. Itis also
recognized that both violence and crime have negative effects on the ability of all staff to perform their
work duties and present a threat to the operations of state government.

Policy - Zero Tolerance of Workplace Violence

It is the policy of that workplace violence in any form will
not be tolerated in any of the activities or offices of the State of Utah and individuals engaging in
workplace violence will be disciplined and/or criminally prosecuted.

Procedures(These are sample procedures that may or may not be applicable to your agencies.)

1. Workplace violence definition:
"Workplace violence is defined as any behavior, action or statement made by an individual or group
directed toward another individual, or group, and done with the purpose of threatening, intimidating
or otherwise causing any reasonable individual(s) who is the recipient of the behavior, action or
statement to fear for his or her safety."

a. Workplace violence may be in the form of, but not limited to, verbal comments, threats,
innuendo, intimidating behavior, shouting, stalking and/or physical violence.

2. Any employee engaging in any form workplace violence is subject to administrative disciplinary
action and/or having a criminal complaint filed against him or her.

3. Any visitor(s) or agency client(s) engaging in any form of workplace violence, in the department
offices or in any agency-based activity, will be asked to leave the office, escorted from the office,
denied access to the office or activity and/or, based on the severity of the behavior, may have
criminal charges filed against him or her.

4. a. The reporting employee may be required to provide a written report of the incident
b. The incident shall be investigated and, if verified, actions shall be taken to correct the situation.
On the basis of the facts, a plan for the protection of the employee shall be developed and
implemented.
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Appendix 4 - continued

5.

Any employee who believes that he or she may be the subject of any form of workplace violence

shall immediately notify his or her supervisor in writing of this occurrence or the reason for his/her

concern.

a. The member shall provide in writing all necessary detail of any incident(s) or detail explaining
why he/she believes that he/she may be the victim of an incident of workplace violence.

b. The allegations shall be investigated and, if verified, actions shall be taken by the agency to
provide support and protection for the employee.

Any employee who has obtained any type of court issued protective order against any individual(s)

shall report this fact to his or her supervisor and, where feasible, shall provide a copy of the order.

a. The supervisor shall work with the employee, agency security or the police and other appropriate
individuals to develop a plan to address the safety of the employee and the security of the facility.

Any visitor to the agency office or any agency client who believes that he or she has been subjected
to any form of violence from any staff member shall report the incident to who
shall conduct an investigation of the incident and act in accordance with this policy.

*Note: This is a sample policy only. Any policy on Workplace Violence Prevention should be
developed and implemented with the assistance of the agency’s Human Resource Department and
legal counsel.

Appendix 4 - continued

Policy - Office Security
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Every agency of state government should adopt specific rules to address the unique needs and
situations of each work place. Management may wish to consider the following factors in determining
what agency specific policies and procedures it will adopt:

1. What services does the agency provide? Do these services involve confrontational situations or
simply the provision of information or services?

2. How much face to face contact does staff have with clients?

3. What is the currently physical arrangement of the office.

4. What is the physical layout of the office? Are isolation areas readily available in the
public areas of the office?

5. Are public areas clearly separate from private areas or is the office designed so that private and
public areas are mixed

6. Does staff have private offices, cubicles or do they work in an open spaces?

7. What is the office location, agency history of crime and/or history of workplace
violence.

8. Who provides security and/or police service for the office?

Once these and other related questions have been answered then agency specific procedures can be
developed. These procedures need to address agency specific problems or unique situations.

The following may serve assamplefor the types of policies that can be developed for each unit in
order to fulfill this requirements.

It is the Policy of the that in order to provide for the security of the
staff in the office the following rules will be enforced:

Procedures (These are sample procedures that may or may not be applicable to your agencies.):

1. The main door to the office shall be unlocked at 8 (eight) AM and locked at 5 (five) PM.
Staff arriving before 8 (eight) AM must use their agency issued keys to enter the office. The
office door shall be locked at 5 (five) PM. Staff leaving the facility after 5 PM are
responsible for seeing that all doors and windows are securely closed and locked.

2. All visitors to the agency entering the facility shall be required to wait in the reception area
until the employee they came to see escorts them to the location of the meeting. Following
the meeting the agency employee shall escort the visitor back to the reception area. Staff

members are encouraged to utilize the two conference rooms in the office or any vacant
private office rather than using their own cubicles for meetings.

Appendix 4 - continued

3. Allvisitors to the agency shall sign in with the receptionist and shall be issued a
numbered visitor's badge that shall be worn at all times while the visitor is in the agency.

4. Employees are required to place all confidential files or other information in locked files at
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the close of business each day.

5. Any staff member leaving the office for a period of time of more than minutes shall
sign out at the front desk listing his or her destination and approximate time of return.
Failure to do so may result in disciplinary action being taken against him/her.

6. If the receptionist or other staff member has cause to believe that the visitor may pose a
threat to staff, the visitor shall be escorted to the main conference room and asked to remain
there until the individual that he or she came to see is available to meet with them. The staff
member shall meet with the individual in the conference room. The staff member is
encouraged to have an additional staff member present in the room. The receptionist shall
provide to the staff member the emergency notification button that can be activated if a
problem occurs.

7. If the emergency system is activated, staff are to vacate the office by the closest exit
available. Staff are to assemble at the top of the stairs leading to the north east parking lot.
The receptionist, or individual performing that duty, is to take the signout sheet for the office
in order to determine who is still in the office.

8. Inthe case of any emergency, staff shall fully cooperate with the security/police or other law
enforcement personnel.

9. If any staff member has cause to believe that a potentially violent individual may be coming
to the office, that staff member shall immediately notify his/her supervisor. The supervisor
shall then take appropriate actions to notify the receptionist and/or other appropriate
individuals including but not limited to Capitol Police, the office security team, etc.

10. Ifitis necessary to silently alert staff that it should vacate the office or that a problem exists,
the receptionist shall be notified through the use of a code word that a problem exists and
that staff should vacate the office. The receptionist shall then notify the staff to quietly leave
the office and to assemble in the designated assembly area.

11. Division management shall arrange for periodic training of all staff in security and
workplace violence avoidance policies and procedures. Any new staff shall be oriented to
the policies and procedures within the first week of work.

12. Any staff member working at the office during the weekend or at other times when the

office is closed shall notify facility security that he or she is in the office. The employee
shall notify security when he or she leaves the facility.

Appendix 4 - continued

The following are additional issues that should be discussed in policy and procedure at some
point in the process:

1. Firearms and other weapons in the workplace - what, if any, restrictions should be in place.

2. Property protections and security - rules for locking up computers and other equipment.
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3. Searches of desks, flipper drawers, etc. (If it is the intent to allow these to be searched, it
should be adopted in policy and all staff notified that they have no expectation of privacy.)

*Note: This is a sample policy only. Any policy on Workplace Violence Prevention should
be developed and implemented with the assistance of the agency’s Human Resource Department
and legal counsel
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